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6.2 UNIQUE CLASSIFIED UNIFIED CAPABILITIES
REQUIREMENTS

6.2.1 Purpose and Scope

The purpose of this section is to describe technézpiirements that are unique to providing
classified UC. Classified requirements consighefSBU requirements with modifications as
described in this section. This issue of the Up&cHies technical requirements for assured
Interoperability and Information Assurance of tbédwing set of UC that will be expanded in
the future:

e Voice and Video Services Point to Point
e Voice Conferencing
e Video Conferencing

More specifically, meeting the requirements spediin this section will allow the current best
effort, H.323-based single-vendor Voice over Sed¢niernet Protocol (VoSIP) network to
migrate to an AS-SIP-based multivendor AS netwand enable classified UC products to be
tested and placed on the UC APL.

The current Classified Voice and Video over IP (@IW) system is a single security level
network operating over the Secret ARs of the DIB&t includes secure voice capabilities that
interfaces to the DRSN at selected locations. QY®0IP system described for 2010 is not
intended to replace the DRSN and its many unigatifes.

The contents of this section are arranged as fsllow

1. Section 6.2.1Purpose and Scope, provides the purpose ofébta and provides a list of
major policies that are unique to the multilevedige voice services provided by the
DRSN and to the single security level DISN VVolPviees.

2. Section 6.2.2General Requirements Overview, provides a summiatye CVVoIP
requirements that drive the CVVolP design.

3. Section 6.2.3VoSIP Migration to the DISN CVVolIP, addressesWoSIP migration to a
multivendor IP-based, assured, secure CVVoIP system

4. Section 6.2.4Classified Unified Capabilities Technical Desigrmmework, addresses the
migration from the VoSIP to CVVolIP and the migratiof the current DRSN APL to a UC
APL. The approved products for CVVoIP and the AlRbcess are addressed in Section
4.5, Unified Capabilities E2E Networks Description.
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Section 6.2.5Technical Design for 2010, addresses the CVVBIRthnical design for the
2010 timeframe.

Section 6.2.6Modifications to the SBU Assured Services Featioenclude CVVolP-
Unique Requirements. This section describes thdiffoations to the SBU AS
requirements as necessary to include CVVolP-uniggairements. Topics discussed
include, voice EIl, LSC requirements, network-1e88, MG, SG, EBC, addressing schema,
NM, white pages directory service, voice qualityAWrequirements, and the Information
Assurance requirements.

Section 6.2.7Classified AS-SIP-Unique Requirements, definesntfodifications to the
SBU AS-SIP requirements as necessary for classited

Section 6.2.8DRSN Switches and Peripheral Devices, discugsssa construction
requirements that include PDS cabling, encryptibfacilities leaving a secure enclave,
and TEMPEST.

Section 6.2.9, Physical Construction Unigue Rements, discusses the special

10.

construction requirements for classified elemerntliwa secure enclave.

Section 6.2.10, UC Secure Preset Conferenseribdes the requirements that will enable

SBU voice subscribers equipped with an NSA Typadrtion device to conference in
the secure mode.

6.2.1.1  Policy and Requirements Documents for DRSN and CVVol P

All the policies identified in Section 3, Policypaly to CVVoIP. Table 6.2.1-1Major Policy
and Requirements Drivers for DISN CVVoIP Servidists the major policy and requirements
documents that are unique to MLS voice servicesigea by the DRSN and to single security
level DISN CVVoIP services.

6.2.2 General Requirements Overview

A high-level summary of the requirements for CVVaife provided by a combination of the
documents referenced Trable 6.2.1-1and a list of key system attributes that have been
established in coordination with the Joint Staféiothe past decade as the set of required
features for an operational C2 communications sergffering. These performance attributes
have been proven in real world operations stretchiom Desert Shield/Desert Storm through
Operation Iraqi Freedom.
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Table 6.2.1-1. Major Policy and Requirements Drives for DISN CVVolP Services

Joint Requirements Oversight Council (JROC), JRO&rdrandum (JROCM) 202-02, “Global
Information Grid (GIG) Mission Area Initial Capalbiés Document (MA ICD),” 22 November 2002.
JROCM and date listed refer to the latest JROCayabiof the “Global Information Grid (GIG)
Capabilities Requirement Document (CRD).” This NMZD is a cut and paste conversion of the GIG
CRD in MA ICD directed by JROCM 095-04 of 14 Juri®2.

DoDD 5200.28, “Security Requirements for Automatgdrmation Systems (AISs),” 21 March 1988.

Homeland Security Presidential Directive/HSPD-7hj8at: Critical Infrastructure Identification,
Prioritization, and Protection, 17 December 2003.

Homeland Security Presidential Directive 8 (HSPD*Blational Preparedness,” 17 December 2003.
H.R. 45646, Section 804, “Software Acquisition Rr&E Improvement Programs.”
DoD 5200.1-R, “Information Security Program Regigiat’ 14 January 1997.

Chairman of the Joint Chiefs of Staff Manual (CJQ370.01C, “Operation of the Joint Capabilities
Integration and Development System,” 1 May 2007.

Global Command and Control Systems-Joint (GCCSnbI& Acquisition Management Plan (SAMP) for

Block V, Version 1.0.

“Joint Command and Control (JC2) Capability Tecloggl Development Strategy (TDS),” Draft, Versi
3.3.9.

Committee on National Security Systems (CNSS) dia$iton No. 4009, “National Information Assuran
(IA) Glossary,” Revised June 2006.

Defense Intelligence Agency (DIA) Memorandum DIA/BAB, 8 October 1992.

“Operational Requirements Document (ORD) for Sedoiee Requirements,” J-6A 01665-92, 17
November 1992.

National Security Telecommunications and Informat8ystems Security (NSTISS) Instruction
(NSTISSI) No. 4010, “Keying Material Management (LFOUO, 17 June 1993.

National Security Telecommunications and Informat8ystems Security (NSTISS) Authority Manual
(NSTISSAM) No. TEMPEST/2-95, “RED/BLACK InstallatioGuidelines,” FOUO, 12 December 199

National Security Telecommunications and Informat8ystems Security, NSTISSI No. 7003, “Protec
Distribution Systems (PDS) (U),” 13 December 1996.

Defense Nuclear Agency/Defense Communications AgébblA/DCA), “Classification Guide for
Electromagnetic Pulse Testing (EMPT),” Confideriiastricted Distribution (C/RD), 16 May 1987.

Ce

T

ted
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Table 6.2.1-1. Major Policy and Requirements Drivis for DISN CVVolIP Services (cont.)

National Security Telecommunications and Informat8ystems Security, NSTISSI No. 4002,
“Classification Guide for COMSEC Information (USNF, 5 June 1986.

Title 5, U.S. Code, Section 552a (Privacy Act) JaBuary 2000.

Director of Central Intelligence Directive (DCIDJ21L, “Physical Security Standards for Sensitive
Compartmented Information Facilities,” 30 Janus®94.

DIA Manual (DIAM) 50-4, “Security of Compartment&bmputer Operations,” 24 June 1980.

DCID 6/3, “Protecting Sensitive Compartmented Infation Within Information Systems.”

The most demanding set of requirements in all tdesements that drive the DISN Classified
IP Convergence Migration Strategy involves thosoeaisited with:

e Multilevel secure service

¢ Rapid, high-quality, secure communications and ea@nfcing capabilities for
senior leaders and warfighters

e Assured services

e Information Assurance
e EZ2E interoperability

e NETOPS

These requirements are the most demanding bec#liE8 P-based technologies are not
sufficiently mature that they require GIG E2E systengineering by the Government,
development by industry, and test and evaluatiothbyGovernment to meet these policies and
requirements. In addition, the challenges disaligs¢he next section prevent the ability to
install a common technology base for all servicea dlash cut.” Thus, networks based on
hybrid technologies will be required for many years

One of the key C2 functions of the DRSN is to pdeviapid, flexible, and secure conferencing.
As a result, a number of unique non-COTS MLS operadnsole features have been developed
in response to the COCOMs’ command center requimésnel hese features, which are part of
the way those command centers conduct their busing$ not be required for the 2010
CVVolP.
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6.2.2.1 Assured Services

The CVVolIP system shall provide the AS featuresr-described in Section 3.2JER-2008
Sectiond-22, Assured Services Features.

The most important consideration for implementiegvriechnology is the affect on mission
requirements. Implementing a new technology, sicWolP, must primarily not degrade the C2
services currently being provided to secure vosers!

6.2.2.2 Multilevel Secure Voice Services

The DRSN provides DoD multilevel secure C2 voicises and is a key component of the
DoD global secure voice services. The DRSN suppbg secure voice and secure
conferencing, requirements of the NCA, componddtd), and select federal agencies in
peacetime, in crises situations, and in wartimbe DRSN is a separate, secure switched
network that is considered part of the DISN. THeIIN, the STU-II/STE family of equipment
that provides E2E encryption over the DSN, and ©@ol(ithe NSA's program to secure wireless
communications) are the three subservices thatheggrovide the foundation for the DoD
secure voice services. In addition, DRSN provaleterface to the secure service at the
Secret-only level, whickhal-beprovided-bys the security level ahe CVVoIP system. |

6.2.2.3  Secure Voice Quality Requirements

The El-to-El voice quality of a telephone connecti® subjective and is determined from the
complex interaction of multiple switching, speecit@ding, voice compression techniques, and
transmission parameters. The objective of the DIRIN provide toll quality, secure voice
service on a DRSN-user-to-DRSN-user basis, andgare the highest practical voice quality
when DRSN users are interfaced to external systemequipment. For the DRSN subset of
CVVolIP, this is defined as receiving a score deast 90 on the diagnostic rhyme test (DRT)
and a score of at least 60 on the diagnostic aabiipy measure (DAM). The DRT measures
intelligibility, and the DAM measures quality. TER2E voice quality requirements for the IP-
based environment of CVVoIP are based on MOS measnts as defined Bection 6.2.6.10
Voice Quality.

6.2.24  C2 Requirements

The DRSN provides all C2 features needed for @litgpplications while providing the rich
feature suite of modern administrative telephorstays. Once IP technology matures to the
necessary level, the requirements for CVVolP wit@mpass the full DRSN requirements. For
the near-term, the following requirements will betray a mix of IP and the current suite of
DRSN switches:
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e MLS Voice

— Variable security access level (applicable to DRI, CVVoIP is
fixed at Secret)

— Authentication
— Low probability of misconnect

— High crosstalk isolation

TEMPEST/EMI compliance
e Integrated Red-Black instruments (DRSN only)

— Instruments located in a Secure Compartmentedifyg@ICIF) must
be Telecommunications Security Group (TSG)-Approfi2dSN and
CVVolIP).

e Secure conferencing

— Ad hoc conference (three-way CVVoIP and DRSN)

— Preset conference (CVVolP and DRSN)

— Unlimited (DRSN only)

— Dissimilar devices (DRSN only)

— Distributed across network (DRSN only)

— Variable security levels during conference execu{idRSN only)

e Assured connectivity

— Nonblocking components

— Transport bandwidth

— Resilient routing

— MLPP with override of FLASH OVERRIDE
e High availability

— Redundant components

— Redundant transport
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— High-altitude electromagnetic pulse (HEMP) survilibfor selected
sites

¢ Real-time operational control
— C2 consoles giving execution control to operatiqreakonnel
“Override” capability by operational personnel
— *“Visibility” to operational personnel
e Management
— Administrative (Provisioning)
— Utilization (NM)
— Fault management
— Real-time health monitoring

e Interoperability

— Legacy devices (secure voice radios, instruments ogher terminal
types (DRSN only))

— Dissimilar devices (e.g., between MILSTAR and Sé&Hrtinals
(DRSN only))

— Media conversion
— Protocol conversion
— Speakers, recorders

— Other networks, such as MILSTAR.SECN, DSCS/EPC, eland
Security, FBI, and Department of State (DRSN only)

6.2.2.5 Key CVVolP Voice Services Features

The key CVVoIP voice services features and attebatre shown imable 6.2.2-1Key CVVoIP
Voice Service Features.
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Table 6.2.2-1. Key CVVolP Voice Service Features

FEATURE NAME FEATURE FUNCTIONAL PURPOSE
Automatic Number Identification (ANI)| ldentifiesehcaller before the call is answered.
Display of Call Security Level Identifies the cd#fication level of an incoming call.

Directory (White Pages) Service Access Presentitotinformation and telephone numbers of
personnel by using the IP El display.

Instrument Lock-Out Requires user login to activatanstrument. Any IP El
must be DISABLEDat all times when not under the
physical control of the authorized user.

COTS Features Call forward, call waiting, call hold

6.2.2.6  General Security Features

The DRSN Red Switches, classified LSCs, and Ti&®8 @ust operate with physical security
and TEMPEST compliance to allow users within a Bedave to conduct unencrypted,
classified telephone conversations at the levelmensurate with the facility, system, and user
clearances. As a minimum, DRSN switching nodest mperate at the Top Secret security
level. However, VoSIP and CVVolP users and cles$iESCs are only to be configured at the
Secret level until an MLS operation for IP-basetht®logy is mature.

Telephone instruments installed outside the Retheecbut within a limited exclusion area in
the same facility may be connected to the switckulgsystem through an approved PDS or link
encryption between the Red enclave and the “exatisirea.

All other connectivity into and out of a DRSN or €®IP Red enclave must be secured with
NSA-approved encryption equipment. In additiomreections to a CVVolIP system (and
VoSIP) must be approved or implemented as defiyetidd SIPRNet Connection Approval
Process. The DRSN Red Switches, VoSIP Call Manager classified LSCs must interconnect
with other Red Switches and/or peripheral devitesnclude, but not limited tétactical
Deployedsecure voice switches/enclaves, radio interfaceipasystems, voice announcers, and
multimedia and/or secure voice over data capadshitihrough encrypted Interswitch Trunks
(ISTs) or by means of a PDS. Other secure systenss interconnect to the DRSN using DISA-
established interface criteria and encryption devior a PDS.

6.2.2.7  Special Security Features

The following special security features are culsemmherent to the DRSN. The following text is
included to aid the reader in understanding thieafgpects of the special security features. For
CVVolP, the initial feature set is limited to adid call security level of Secret. The Confidential
Access Level (CAL) parameter within the AS-SIP liegments is used to convey the call

security level

1566



DoD UCR 2010

Section 6.2 — Unique Classified Unified Capabilite Requirements

1. Automatic Number Identification (ANI)During intraswitch and interswitch call
processing, DRSN switches exchange classmark imfttomthat include the calling and
called-station identity and call security acces®I€SAL) assignments. The ANI
information (of the calling party) is displayed tre called party’'s DRSN user telephone
display before the call being answered by the dalkrty. When the called party answers,
the ANI information of the called party is displayen the calling party’'s DRSN user
instrument as well as the security level (i.e.,r8edsS, or TS/SCI) of the established
connection being displayed on both the calling ealted parties’ DRSN user instrument.
User ANI identity information is defined in the daise of the DRSN switch to which a
user is directly connected. All equipment conngdtethe DRSN must be capable of
providing ANI to the DRSN switch to which it is will be connected. The CVVolP
instruments will be fixed at the Secret level amsplhy the calling telephone number via
AS-SIP signaling.

2.  Security Access LevelThe SAL is a user classmark assigned to eattumsnt, line key,
and trunk, and provides security authenticatiothefcalling and called party. The SALs
are assigned to each instrument, line key, andtipased on the classification and access
level authorized for the user. The DISA DRSN SeewWlanager will develop and publish
a standardized set of SALs, which must be impleetkat all DRSN nodes. In addition to
a standardized set of SALs, the DISA DRSN Serviemdyer may implement special
SALs on a case-by-case basis to meet specific omssguirements. Alteration of SALs
and/or implementation of SALs without specific ditien and/or approval of the DISA
DRSN Service Manager are not permitted and constéueportable security infraction.

3. Automatic Security Authentication (ASA)The ASA ensures DRSN calls are set up in
accordance with security and access authorizatiteria defined for each user and/or
DRSN switch interface. The ASA uses a combinatibfixed and variable SAL
assignments to reconcile and establish, or dempkshment of, connections between
users and between users and DRSN switch interfeses] on a highest common
denominator scheme. For example, a connectiondaset\a user classmarked with a
Variable SAL (VSAL) (see paragraph b) of Secretiogla user classmarked with a VSAL
of TS will be permitted at the Secret level. Aster example, a connection between a
user classmarked with a VSAL of Secret calling er etassmarked with a Fixed SAL
(FSAL) (see paragraph a) of TS/SCI will NOT be pitted because there is no highest
common denominator. This highest common denomirfsd® scheme is equivalent to
that implemented in the STU-1II/STE family of eqoipnt.

a. Fixed Security Access Levelhe FSAL emphasizes call security over call
completion. A user selects an FSAL classmarkezlwhen he or she must ensure the
call is established at the desired security lelider FSAL, a call’'s SAL is “fixed”
at the user-selected level and cannot be downgrasl#duke call progresses through the
network. If the called and calling parties aneémbnnecting trunks are classmarked
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with the same SAL (e.g., TS), the Red Switches @gthblish the call and display the
common security level. If a trunk group with a Sédqual to that of the originating
station is unavailable for call routing, the origiimg Red Switch will not complete
the call, but instead will route the call to a s&gucode violation recorded
announcement. If the called party has a diffeBit assignment than the calling
party (e.g., the called line is assigned Secretthedalling line is assigned TS/SCI),
the call will not be completed, and the originatolt be routed to a security code
violation recorded announcement. The CVVolP imegats will be fixed at the
Secret level.

b. Variable Security Access Levelhe VSAL emphasizes call completion over call
security level. With VSAL, a call is establishdehetwork resources are available.
However, the call may be established at a seclavigl less than that selected by the
calling party. The VSAL feature allows calls to s up when the SAL codes
among calling and called stations and trunk grarpsunequal. Calls are
automatically established at the highest commouarggdevel of the users and trunk
facilities. The highest common security leveldatermined by the switching system,
is displayed on the called and calling instrumenisers must read the displayed
security level and ensure the security level ofvepsations does not exceed the
displayed security level. The CVVoIP instrumentB lae fixed at the Secret level

4. Push-to-Talk HandsefThe push-to-talk handset is an integral pathefphysical
protection afforded classified DRSN voice traffikemoval of the push-to-talk feature
may be justified only by legitimate operationaluggments and will be approved on a
case-by-case basis of the DAA, through the DISA DNR8ormation Systems Security
Manager. Before removal, the user must justifyatigon, develop procedures for
maintaining the secure integrity of the instrumanigl have written approval in accordance
with DRSN security guidelines.

6.2.2.8  Network Security

1. The DRSN Red Switches, VoSIP Call Managerssdlad LSCs, and Tier0 SSs must be
located in Red enclaves. The DRSN Red Switchiscations that have subscriber
terminals authorized to process TS/SCI must beidocim SCIFs. The DRSN Red
switches, VoSIP Call Manager, and classified LS@sprovide the following:

a. In-the-clear calling within each Red enclavenisans of PDSs and protected
ASLANSs

b.  Cryptographically protected calling between Radlaves supported by DRSN Red
switches and VoSIP Call Manager and classified LSCs
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c. DRSN Red Switches, VoSIP Call Managers, anditilad LSCs interface to external
cryptographic equipment for all other calling

2.  The NSA-approved encryption equipment provid€sMSEC to the DRSN and the
CVVolIP system. The encryption equipment or PDS$siigeall DRSN ISTs and protect
links to remote enclaves to include remote locatiand quarters. The TSEC/KG-84
family of equipment (including KIV-7) provides Tramission Security (TRANSEC) to
ISTs to locations (including quarters) receiving ENRservice via DPA, DTAs, and KG-84
telephone interfaces. The TSEC/KG-81 family ohkequipment (including KIV-19s,
TSEC/KG-81s, TSEC/KG-94s, and TSEC/KG-194s) bulkrgots the digital streams
between geographically separated Red enclaves.

3. The DRSN/VoSIP/CVVolP instruments and servigeatslity may be installed in senior
officer quarters on a case-by-case basis. Sutilattons constitute the establishment of a
Red enclave/limited exclusion area within the gerarand must comply with physical and
technical security criteria applicable to the usd storage of COMSEC equipment. Use of
DRSN equipment in quarters must comply with DRSMrating and security procedures
applicable to a Red enclave office environment.

a. Any DRSN telephone instrument installed in artgra must be DISABLED at all
times when not under the physical control of thihaxized user.

b.  Where the Red signal path (digital or analogyveen COMSEC and the DRSN Red
equipment (i.e., DRSN instrument and other DRSieal equipment) is greater
than 3 meters from the COMSEC device, the Red kgath will be routed in an
approved PDS.

c. Before the installation of DRSN service in gesst the DISA DRSN Service
Manager should be contacted for approval and aoafion of current applicable
operating and security criteria.

6.2.2.9 Network I nterfaces

A key feature of the DRSN is its ability to intereaand interoperate with a variety of DoD and
commercial networks. The CVVoIP and VoSIP systertexface to the DRSN through a
gateway. (SeBlCR-2008Section 6.2.6.AMedia Gateway with Signaling Interworking.) The|
current VoSIP to DRSN interface uses a vendor-umiqplementation of a PRI trunk-signaling
interface.

As part of the migration toward a multivendor-bagadvolP environment, gateway signaling
between CVVolIP system, the DRSN and VoSIP will tamdardized to accommodate AS-SIP
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signaling. During a transition period, an SG wllbw H.323-based VoSIP to work with the
AS-SIP-based CVVoIP system.

6.2.2.10 CVVol P and VoSIP Connection Approval

All interfaces to the DRSN must be approved inwgton a case-by-case basis by the DISA
DRSN Service Manager. Connection to the CVVolResysand VoSIP must follow the
SIPRNet Connection Approval Process. The JITGfwation letters documenting a technical
interoperability with the DRSN do not constitutenoection approval. Such certification letters
only serve as a technical basis for requestingayabrfor connection to the DRSN in support of
a Joint Staff-validated mission requirement. TH8MADRSN Service Manager‘s approval for
an interface may be in the form of a permanentditimmal, or temporary interface. Use of
interfaces not conforming to DRSN interface crdesr as stipulated in the DISA DRSN Service
Manager’s approval letter can have adverse techainchsecurity impacts on all DRSN users
and constitute an unauthorized use of the DRSNy sAich interfaces can result in the switch
supporting such interfaces being denied networktagcess to the DRSN infrastructure. All
connectivity from a DRSN switch to users outside Red enclave (i.e., to another building,
facility, location, or system) must be providedailgh an approved interface.

6.2.2.11 DRSN/VoSIP/CVVol P Network Management

DISA establishes DRSN management systems and pneetb ensure responsive, secure,
interoperable, survivable, and cost-effective serviThe DRSN is under the management
control of the Director, DISA SSM, on behalf of UBSATCOM, and is responsive to the
CJCS, the COCOMs, the MILDEPSs, and Defense ageac@sctivities.

1. DISA must possess read-access capabilitiesmiteéd/controlled write-access capabilities
to all DRSN switch and network-level classified B®r0 SSs) network-related database
tables, Red bandwidth managers, and other netvewd-Infrastructure data.

2. DISA must maintain a CM database of all switohfggurations (CONUS and OCONUS)
and provide access to agencies, activities, and¥PRs as authorized by OSD, the
Director, DISA, and the Joint Staff.

3. DISA must have the ability to implement netwdekel database changes and/or network
control commands to all DRSN nodal switch and diessnetwork-level SSs (TierO
LSCs) network-related database tables, Red bankdmdnhagers, and other network-level
infrastructure data. To the maximum extent prattithe DISA DRSN Service Manager
must attempt to notify O&M activities before implenting DRSN nodal switch network-
level database changes and/or network controls.

1570



DoD UCR 2010

Section 6.2 — Unique Classified Unified Capabilite Requirements

4.  During emergencies, DISA has the authority ®disect write capabilities to implement
switch database revisions required for operatiahraanagement of the DRSN.

5. DISA will take necessary action to establishatalities and procedures necessary to
sustain the DRSN and VoSIP/CVVolP if a failure loé IGNSC/TNC occurs and to
reconstitute a major DRSN nodal element if a caetgkic failure occurs.

6.2.2.12 Directory (White Pages) Services

The CVVolIP will have a directory services capabifir searching “white pages” that allows
subscribers to look up specific and applicable ugermation assigned to other CVVolP
subscribers. Thisis a FY 2012 Objective requingnaad is included for consideration by
LSC/SS product development teams. The directosiesy will be of the same design as
described for SBU VVolIP in Section 5.3.2.27, DimegtServices (“White Pages”), but for
security reasons, the CVVolP system will not baastiavith the SBU system, but implemented
as a separate system dedicated to CVVoIP.

6.2.2.13 Conferencing Requirements

The CVVolIP services will not provide the full cordacing features inherent with the DRSN.
The CVVolIP conferencing features are currently tgdito three-way calling and preset
conferencing. Enhancements based on implementtiiegting Place” servers at selected DISN
core nodes are under consideration. Expandedresgents for secure preset and meet-me
conferences based on SBU voice subscribers equippedSA Type 1 encryption devices are
provided inSection 6.2.10UC Secure Preset Conference.

6.2.2.14 CVVol P Equipment Certification and Testing Policy
Interoperability and Information Assurance testrfigcVVVolP equipment will follow the

standard process outlinediER-2008-Section 4.5Pnified-CapabilitiesApproved-Produet-List

ProcesblC Products, APL Processes, and Connection Prazesse

6.2.3 VoSIP Migration to the DISN CVVolP

Figure 6.2.3-Jprovides an overview of the integrated migratitvategy for the VoSIP migration
to CVVoIP. The left side of the figure illustrateslay’s environment. Currently, the DRSN is
providing critical Classified voice and conferergservices using TDM/circuit switched
technologies. The VoSIP uses the SIPRNet andesivighdor (Cisco®) voice equipment.
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Figure 6.2.3-1. VoSIP Migration to DISN CVVoIP

On the right side of the figure, the target Net-tierCVVoIP solution is shown. The future
target is an all IP solution using the DISN WAN(thall provide QoS and Edge solutions,
which will provide ASLANs. These ASLANSs will havfanctionality to provide bandwidth
allocation for voice and video based on precedenteng voice, video, collaboration, time
critical messaging, and other service offeringg.(e-mail, NCES web portals). The ASAC will
provide the required PBAS to replace MLPP on theNVA'he AS-SIP signaling will be used to
set up and take down the CVVolIP sessions and llivanultiple vendors to provide systems
based on the UC APL. The ASLAN will support fullgnverged services meeting the
performance and security requirement of each servic

The connection between today’s systems and theeftdnget is the major migration challenge.
The DRSN'’s unique features of MLS and conferencegyire both IP technology development
and the expansion of the vendor base for thesargsato try to create a competitive market. A
multivendor MLS market may not be practical, wtalenultivendor conferencing market must
be practical. Investment is essential for thisadmrative Government and industry effort. Until
this investment is made and the effort succeetlapalear C2 users will continue to get their
service via the legacy DRSN. As a result, the C\Wiequirements will be focused initially on
a single security level (Secret). Currently, theSWP Pilot is being expanded to include multiple
COCOMs and is open to all vendors when they meeV4SIP Pilot technical requirements and
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can provide AS-SIP. A dual-signaling directorykjadeper (TierO SS) will be deployed to allow
users to migrate from the signaling protocol of pilet to a fully AS-SIP signaling environment.
The work (i.e., system design, engineering, assesssrand pilot testing, GSR) on both SBU and
CVVolIP will be leveraged to evolve the assured ises/capabilities to allow CVVolP products
to be placed on the UC APL.

An E2E view of the DRSN/VoSIP IP migration strategeded to meet the CVVoIP migrations
is illustrated inFigure 6.2.3-2DISN CVVolP Convergence Migration Strategy Ovewi
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Figure 6.2.3-2. DISN CVVolIP Convergence MigratiorStrategy Overview

The top offFigure 6.2.3-Xhows the current VoSIP capability, which is ag&rSecurity Level
Best Effort service over the SIPRNet, using the23.8ignaling protocol. The DISN Video
Services Il (DVS 1) VTC IP services and data seegi, ranging from e-mail to web services to
C2 applications, are also sharing the same LANslam&IPRNet backbone as IP converged
services. However, the VoSIP Pilot is focused amyoice services. The DRSN circuit-
switched services interface the VoSIP serviceS@a and MGs. The DRSN provides the
critical MLS and conferencing services that IP tembgies cannot provide currently. In
addition, the DRSN circuit switches serve as therface to critical interoperable services to
national security networks, allies, and federal eind agencies.

The bottom of the figure shows the future CVVolRvaees, where AS-SIP signaling is used to
allow for heterogeneous vendor edge APL solutiarsfar assured services to be provided E2E
as a first step. A gateway to the DRSN providegss to the DRSN for selected users. A future
step may be a limited phase-out of the DRSN angtiase-in of the MLS and conferencing
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features of the DRSN pending a funded successfehreh, development, testing, and evaluation
(RDT&E) program to develop the features in IP-basatinologies.

The current Best Effort VoSIP network must be ugdgchato migrate from H.323 to AS-SIP,
which will provide for assured information delivedB2E under conditions where bandwidth is
restricted due to network damage, surge traffidaaricaldeploymentBeployed network
situations This migration provides a single level of seguaver the secret level DISN
aggregation routers and is still dependent on tRSI® for MLS and conferencing services.

The progress being made by the NSA with respettte¢anodifications needed to HAIPE and
cross-domain solutions to allow RSVP to achievéuiispotential will be monitored closely.

An upgrade to the VoSIP Directory/Gatekeeper tqsupboth H.323 and AS-SIP signaling will
be conducted, and the Gatekeeper will be placade®tIC APL. Interoperable classified

VVolIP vendors will be tested and placed on the URLAor CVVoIP products using AS-SIP.
Thus in FY 2010, the operational VoSIP serviceshoagin migration to assured services instead
of Best Effort enabled by AS-SIP based on availéloheling by the MILDEPS to upgrade their
existing systems as part of their normal schedujagtades.

The migration of the DRSN MLS and Conferencing tfieas to IP technologies cannot be
described at this time because extensive RDT&Ebabegun.

The DRSN circuit-switched network could phase agtrgually if:

1. Unified Capabilities migration classified MLSsi;gm design, system englneerlng, UCRs,
and test programs are completed. 1 &
beUCRs arevalidated in the DISN VVoIP Splral deployment afpabllltles This will
provide the VVolIP foundation on which the migrationclassified UC can be
implemented using future versions of the UCR cdastswith major policies and
requirements for Net Centricity and NETOPS thatcanetinuing to be refined and
matured. In addition, the RDT&E program to develldpS IP technologies must be
successfully completed and result in a UCR thah bioe DIA and NSA approve.

2. The DISN WAN and MILDEP Intranets SLAs for Qo&pabilities are available. Assured
services requirements capabilities projected tavaable during the 2010 time frame
include: assured service SLAs (e.g., nonblocki@SGvoice and video quality, packet
loss, jitter, latency, availability, DSCPs from t68¢G QoS Working Group, PHB
determined by supporting network based on VVolP LA

3. The UC APL assured services solutions are availaAll IP solutions necessary to replace
the circuit-switched services are on the APL.
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4. Deployment is completed for dual-signaling H/223-SIP SSs, which allow for secure
interoperability among multiple vendors and mixedinologies.

5. The *UC Master Plan” is approved.

a. The DoD plans and programs to fund, purchaskiretall hybrid MFSSs and,
ultimately, migrate to pure SSs for SBU voice aidkw.

b. The DoD components plan and program to fund;hmase, and install VVoIP Edge
systems from the APL.

c. The DoD Tactical community plans and programfsita, purchase, and install
VVolIP APL Edge systems or obtain a Joint Staff-appd ISP.

6. The “UC Master Plan” is executed. Detailedfdransition and cutover planning unique
to each theater and country will be required.

6.2.4 Classified Unified Capabilities Technical Deégn Framework

Initially, the classified UC technical design whi¢ focused on VVolP. The CVVolP technical
design will transform )
funding and technology matur igHlow. w&”—th%ee%me#ame%e de5|qn WI|| mlqrate through
SWelP-willbeprovided-bythree types of designs: EY-2009Hybrid with DRSN and VoSIP
Pilot design, 2F¥-2010-Hybrid with DRSN and CVVolIP converged at the Edgs] 3) Post-

FY 2016 goal design of IP E2EEigure 6.2.4-1CVVoIP FY 2009 Hybrid Design, illustrates the
FY 2009 Hybrid with DRSN and VoSIP Pilot desigrige top of the figure illustrates that the
current VoSIP Pilot design, which uses H.323 sipgglis a single security level with Best
Effort over the SIPRNet. This design cannot preidecedence and preemption to support
bandwidth on demand based on mission prioritiesistent with SA.
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FY 2009: DoDI 8100.3 APL & CJCSI 6215.01C
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Figure 6.2.4-1. CVVoIP FY 2009 Hybrid Design

Figure 6.2.4-2DISN CVVolPFY¥-20049nitial Design Overview, illustrates the-2009nitial |
design, which is the first major step in the Vo&iRration to allow for IP-converged operations
at the Edge and for precedence and preemptiompfmosubandwidth on demand based on
mission priorities consistent with SA. This is ested by using the SBU VVoIP APL solutions
with augmented AS-SIP signaling. In addition, tésign extends assured services to the
Tactical community through the DISA Teleport pragrand because of collaboration with the
Tactical programs in the development of their I8 @ISPs. The implementation of these
designs is dependent on the continued updatinglafypto address the potential phase-out of the
DRSN with an all IP-based system (e.g., CVVoIP).
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Today: DoDI 8100.3 APL & CJCSI 6215.01C
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Figure 6.2.4-2. DISN CVVolPFY¥-2009nitial Design Overview

Figure 6.2.4-3Three-Tier Design of the VoSIP Associated with @VVolPFY-2009nitial
Design, illustrates the three-tier design of th&S\Rassociated with the CVVoPRA2009nitial
design, as it migrates from a Best Effort voiceveer based on H.323 signaling to an assured

services CVVoIP based on AS-SIP signaling.
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Figure 6.2.4-3. Three-Tier Design of the VoSIP Assiated with the CVVoIP
FY¥-2009nitial Design

6.2.5 Initial CVVoIP_Technical Designier2009

Figure 6.2.5-10verview oflnitial CVVolP Assured Services Desigpr-FY¥-2009 illustrates the
CVVolP technical design for assured classified ises/at a single security level in t2869
2009-201Gimeframe. The red text illustrates the significaimanges introduced to achieve E2E
CVVolIP with assured service. The design is sintilathe one that will be used by the SBU
VVolIP with the following significant differences:

1. The Secret Provider Edge (S-PE)/Secret Cust&uige (S-CE)/Secret Aggregation (S-A)
Routers versus the Unclassified Provider Edge (JRielassified Customer Edge
(U-CE)/Unclassified Aggregation (U-A) Routers bk used.

2.  HAIPE will be used with the S-PE Router.

There may be variations in the version of AS-Si& thill be used.
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Figure 6.2.5-1. Overview ofnitial CVVoIP Assured Services Desigfer~Y-2009 |

The classified SS, called a directory/gatekeepénercurrent VoSIP system, is pure IP without a
TDM signaling capability, and provides a uniquesifiece to the DRSN.

Both networks depend on the robustness of the DAY and its ability to meet SLAs for
CVVoIP as illustrated by the list in the DISN Cquertion of the chart.

In this timeframe, TDM-based classified video seevior services will be H.320 (KIV-7
encrypted) over the legacy DSN switches for usdrs have not yet migrated to IP. Single
security level IP-based secure video over SIPR&lavailable from secure enclaves. Multilevel
secure video will be provided by ISDN and KIVs talilow unencrypted signaling, and then
transition to an encrypted bearer mode. This tabgse no MLS IP encryptors are available to
support IP video services. The DVS Il hubs witeioperate with the legacy ISDN H.320
services as well as with IP video H.323 users. réJadl be encouraged to convert to IP video
services when AS-SIP with the full H.323 featureisavailableseme-tine-ir-2009 |
Nevertheless, until NSA develops an IP replacerfarthe KIV, multilevel secure services will
have to be over the DSN ISDN circuit-switched sezsi
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6.25.1  F¥-2009-Signaling Design

The signaling design fahisthe FY2009-201@meframe has to provide both backward and
forward technology capabilities. Thus, CAS and PRhe DRSN has to interoperate with
H.323 signaling in the VoSIP Pilot to be followeg H.323 and AS-SIP interoperating in
CVVolP until all IP services are via AS-SIP. Oribat is achieved, the DRSN interoperability
must be maintained until its features can be rafdt with IP technologies.

The hybrid CVVoIP signaling design for FY 20@910is depicted irFigure 6.2.5-2DISN
CVVolIP F¥-200Hybrid Signaling Design.

/ Region with a Distributed Tier0 SS \ Software upgrade for

_ Dual capability H.323 + AS_SIP

Distant '?:?gict’” Tier0 S using a Cluster Configuration
uster Tier 0 SS Tier0 SS Equipped with
Tier 0 SS Tier 0 SS DRSN Gateway Feature.
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EBC = Edge Boundary Controller

LSC = Local Session Controller e PRI Signaling ~ =ssssaes ICCS = Intra-Cluster
CE = Customer Edge (router) — |P Bearer Signaling links
PE = Provider Edge (router) === TDM Bearer

| Figure 6.2.5-2. DISN CVVolPF¥-2009Hybrid Signaling Design

| Thehybrid signaling design is constructed as a two-tier hadmaconsisting of a “local” level
and a “backbone” level. At the local level, LS@s bbcated in secure enclaves and represent the
level of the signaling hierarchy closest to the. ET$ie local level is based on a multivendor
assortment of LSCs. The backbone, or TierO siggalevel is of a robust, homogeneous design
based on current vendor-unique geographic clustangements of TierO SS used in VoSIP.
The CVVoIP assured services signaling backbonebeilbased on the TierO SS cluster concept,
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with AS-SIP as the CVVoIP signaling method, butidgrthe transition period from VoSIP to
CVVolIP there will be segments using H.323 signalisp. Signaling interoperability between
H.323 and AS-SIP will be achieved by an APL prodiadted a Dual Signaling Softswitch
(DSSS). (Seé&ection 6.2.6.3Network-Level SSs.)

The backbone Tier0 SSs represent the upper lexbedfignaling hierarchy and provide inter-
enclave as well as inter-geographical area siggétinvarding. Some of the LSCs as well as a
few, select TierO SSs provide “Managed Services linited set of Els and, therefore, a TierO
SS may also have an LSC function associated with it

Every LSC is assigned to a primary TierO SS arat teast one secondary TierO SS for
automatic failover.

A TierO geographic cluster typically consists ofesst three TierO SSs. The clustered SSs are
connected over proprietary Intra-Cluster CommuinecaBignaling (ICCS) links, and they
automatically update each other’s databases, age€gin response to configuration changes
within the geographic region controlled by the ttnsand as such, can be viewed as a
distributed SS. This feature provides an extrematyst TierO signaling design enabling
automatic nonservice interrupting failover in castierO SS goes down. The distance between
the clustered SSs must be planned so that the maxiound-trip time (RTT) between the
clustered SSs does not exceed 40 ms. Based @pagation delay of 6 microseconds per
kilometer without any other network delays beingsidered, this translates to a maximum
theoretical transmission distance of approximai@g0 miles.

To simplify the signaling path description beloWwe tterm TierO SS from here on refers to a
geographic clustered Tier0 SS. Note that duritrgmsition period, H.323 and AS-SIP will
coexist at certain locations with interoperabifitpvided by the DSSS. All session signaling
messages received by an LSC from a local El amehdt®d for a destination outside the secure
service enclave isent by the LSC in the form of an AS-SIP messages assigned TierO SS. |
The Tier0 SS then forwards the AS-SIP messageetdittant end by either forwarding the
message directly to the distant-end LSC or to &T8S located in a different geographic area;
this TierQ SS then, in turn, forwards the messagbe distant-end LSC. Similarly, all session
signaling messages sent from a remote locationrdadded for IP Els associated with a given
LSC will be routed to the TierO SS assigned todéstination LSC and the TierO SS will forward
the AS-SIP signaling messages to the destinatidh LS

The basic AS-SIP message flow between an origigat8C assigned to one backbone
geographic cluster Tier0 SS and a destination L&®aed to another backbone geographic
cluster TierO SS is:

Originating LSC --- Tier0 SS 1 --------------- Ti@ISS 2 --- Destination LSC
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The basic AS-SIP message flow between an origigat8C and a destination LSC assigned to
the same TierO SS is:

Originating LSC --- TierO SS --- Destination LSC

The access link between the CE Router and the A&wmurce constrained and the LSC has
primary responsibility for ensuring that the telepi traffic across the access link does not
exceed a provisioned threshold call count andttievideo traffic across the access link does
not exceed a provisioned threshold bandwidth.

The Tier0 SS is responsible for implementing adPad function to protect the access links (and
to protect the classified network itself) where TherO SS intervenes by blocking session
requests or preempting session requests and aetbsgons when the Tier0 SS determines that
the LSC has exceeded its provisioned thresholddme traffic or video traffic.

6.2.6 Modifications to the SBU Assured Services Raigements to Include
CVVolP-Unique Requirements

Section 5.3.2, Assured Services Requirements, sslesehe functions, methods, protocols, and
associated technical parameters for the EI, LSCSMREBC, and NM components of the DISN
VVoIP System. Section 5.3.4, AS-SIP Requiremgnisyides the complete requirements for
AS-SIP, including both the SBU and unique clasdifiequirements.

This section addresses the AS requirements thatrégee to the CVVoIP services.

In general, the majority of the SBU requirementsapplicable and common to both the SBU
and classified VVoIP services. The following machtions and additions to the SBU
requirements are caused by unique CVVoIP requirémen

6.2.6.1 Voice End | nstrument

1. Voice El requirement: Section 5.3.2.6.1, Vditgtrument, defines a CAC-enabled
instrument as a Conditional requirement. For di@ssinstruments, this iRequired.

2. New exclusive requirement for classified insteumn Display CAL (security level) of the
call.

3.  New exclusive requirement for classified: Télepe browser or menu capability to access
system-wide white pages directory. (Objective: ZOi2 requirement)
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6.2.6.2 Classified LSC Requirements
6.2.6.21  SBU LSC Requirements Not Applicableto Classified LSC

The following LSC requirements defined in Sectio8.8.7, Local Session Controller, do not
apply to the classified LSC:

1. MG, SG for SS7 (the classified LSCs do not fiaie to external networks)
2.  Public safety features (e.g., PSAB, E911 access)

6.2.6.2.2 Classified LSC Unique Requirements

The following requirements are unique to classiti&s:

Located in secure enclave

PDS cabling per DRSN requirements

DHCP not allowed, strict control of El assignments
Use the classified version of AS-SIP signaling

6.2.6.3 Network-Level SS

Section 5.3.2.8, Network-Level Softswitches, déssithe network-level SSs used in the SBU
network (e.g., the MFSS and WAN SS). The CVVolBtem uses a unique backbone SS
referred to as a TierO SS. During the VoSIP to @WP/transition period, the Tier0O SS will be
augmented to provide a dual-signaling capabilitgrimvide interoperability between H.323 and
AS-SIP-based LSCs. When augmented, the TierO $8awome an APL product referred to as
a DSSS.Figure 6.2.6-1DSSS Reference Model, provides the functionaregfce model for the
DSSS.

1. [Required: Tier0 SS, DSSS]Needs to handle both H.323 Directory/Gatekeeper
functionality and AS-SIP. As well as interworkibgtween the two signaling methods.
(This is a transitional requirement until VoSIP bees all AS-SIP-based e.g., CVVoIP.)

2. [Required: Tier0 SS, DSSS]Managed Services. Managed Services is the teed 10
describe the situation where a limited number tksubers are served on a remote basis
from either an LSC or the LSC function of a Tief®. SThe subscribers are located in a
remote secure enclave and provided secure (endjyateess to the LSC.

3. [Required: Tier0 SS, DSSS]Numbering plan/addressing compatibility with VBSI
DRSN, Tactical Global Block Numbering Plan (GBNB)PRNet IP addressing schema.
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Classified SS UC Product
* Supportfora MG is Conditional
forthe Classified SS, used only at - ,
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Communication Signaling Links Media LOC&.II DR
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(ICCS)used between SS inside a Server 2 Servi :
‘Distributed SS’ Cluster SIS Service [ Keeper’
arrangement Service Control Functions
<
DRSN WAN-Level ASAC Q
Switch >
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Modifie
SIP
PRI q. CCA Proxy g
.......... S]]} % C-SS
AS-SIH AS-SIP H.248 of & |WF B2BUA =
Lsc It 1 [Proprietary 1 sIp A
1 1 Registrar :
1 AS-SIP,
Non- | H.323 . Session Control and Signaling. Functions or
AS-SIP 4: ; H.323
LSC I IP Transport Intejfage Fdnctions or
""""""""""" 1 1 1 | ICCS**
Managed Service’ i I 2 3 :
{ oo EBC _r___--___ : i
F’roprietary VolIP & Video I

LEGEND: LSC Local Session Controller
ASAC  Assured Service Admission Control MG Media Gateway

ASLAN Assured Services Local Area Network MGC  MediaGateway Controller
AS-SIP  Assured Services Session Initiation Protocol PRI Primary Rate Interface
B2BUA Back-to-Back User Agent SCS Session Control and Signaling
CCA Call Connection Agent SIP Session Initiation Protocol
DRSN  Defense RED Switch Network SUT System Under Test

EBC Edge Border Controller WAN Wide Area Network

El End Instrument

1A Information Assurance

ICCS Intra Cluster Communication Signaling

IWF Interworking Function

Figure 6.2.6-1. DSSS Reference Model

4. [Conditional: TierO0 SS, DSSS]No MFSS TDM capabilities except as noted for@
function at selected locations.

5. [Not Required: Tier0 SS, DSSS]Public safety features (e.g., PSAB, E911 access).
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6.2.6.4  Media Gateway with Signaling I nterworking

The only MG used in thBY¥-2008currentCVVolP system is a unique interface between the |
classified Tier0 SS and a DRSN switching systernis MG performs the following two
functions:

e Media conversion
e Signaling conversion

The DRSN “trunk side” uses a modified version ekeador-unique PRI trunk. The MG
performs media conversion between the IP-beareasttand T1-based media stream. (T1
format is ESF, B8ZS.) In addition, this MG alsdsaas an “SG” in that it converts the current
H.323-based signaling to the DRSN interface trugkaing (a vendor variant of PRI with two
data elements modified to carry the SAL level & tlall and precedence level).

For FY 2009, all interfaces to external non-CVValid non-DRSN networks are through DRSN
interfaces (e.g., STU-III/R protected access, argrted access using KG-xx, KIV-7).

1. [Required: MG] Tier0 SS: AS-SIP signaling to DRSN-unique sigrgatonversion

2.  Objective FY 2012 Requirement: AS-SIP signahng MG via encrypted access to
nonsecure (unclassified) networks (such as the [FSYN).

6.2.6.5  Signaling Gateway

Section 5.3.2.13, Signaling Gateway Requirememfinels the SG as an SG exclusively for
translating between AS-SIP and SS7 signaling. &sihe CVVolP system does not interface
with any SS7-based network, this requirement doespply to the CVVolP system.

6.2.6.6  Edge Boundary Controller

All requirements for the EBC specified in Sectio.3, Assured Services Requirements, apply
to the CVVoIP system.

The following requirement is an additional EBC regment for the CVVoIP system:

e The EBC must be dedicated to CVVolIP services andimared with SBU
services.

6.2.6.7  Addressing Schemafor LSC

The following are all additional requirements uredo the classified LSCs:
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1. [Required: LSC] DRSN and VoSIP numbering plan capability
2. [Required: LSC] Interoperability with Tactical GBNP
3. [Required: LSC] SIPRNet IP addressing schema

6.2.6.8 Network Management

All requirements specified in Section 5.3.2.17, ligement of Network Appliances, for NM
apply to the classified LSC, EBC, and Tier0SS.

The following unique features are required for sisd:

1. [Required: LSC] The LSC shall generate an alarm message indicttat a secure
telephone has been unplugged.

2. [Required: LSC] The NM system shall have the capability to mamkain Els as “high-
interest items.” This feature is used by netwarktml personnel to analyze failure of
specific telephone calls (e.g., 4-star users).

6.2.6.9  Voice Quality

[Required] Because intelligibility of voice communicatiorssdritical to C2, the voice service
guality rating, on at least 95 percent of the vaessions, will have a MOS in accordance with
the following scenarios:

e Fixed to Fixed — 4.0
e Fixed to Deployable — 3.6
e Deployable to Deployable — 3.2
[Required] The method used for obtaining the MOS shall bacitordance with DISR.

NOTE: The current method used is the E-Model fgeé-to-Fixed scenarios and P.862 for
Deployable scenarios.

The measurement of voice quality shall conformhsrequirements found in Section
5.3.2.19.2.1.1, Quality of Service.

6.2.6.10 Call Setup Time

The following call setup times apply to the clagslfVVolP network:
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For LSC intra-enclave calls, the average detayikl be no more than 1 second. For the
95 percent of calls, the delay should not exceBdéconds during normal traffic
conditions.

For inter-enclave and worldwide calls within tassified environment, average delay
should not exceed 6 seconds, with 95 percent &f nat to exceed 8 seconds during
normal traffic conditions.

6.2.6.11 Unique Network I nfrastructure Requirements for CvVVol P

The following requirements are found under the Sttvork infrastructure requirements but
are restated here to make the point that theympkcable to the HAIPE environment too. By
keeping the Maximum Transmission Unit (MTU) as sped, the addition of encryption will not
result in packet fragmentation.

1.

[Conditional] If the classified Edge system appliance suppgiolP uses an Ethernet
interface for connecting to the LAN, then its NICTM size shall be set to 1280 bytes.
NOTE: This will allow for overhead associated wahicryptors or VPNSs.

[Required] The DISN Core Network shall be traffic engineete@nsure that VVolP
media E2E completion of sessions above ROUTINEeaseired under the worst-case
failure conditions.

NOTE: This requirement is to ensure that the D{Sie continues to try to find a path for
sessions above ROUTINE if a path exists even tholglpath may be suboptimal (i.e., a
satellite connection that does not meet the SIMQRTE: This requirement assumes the
DSCP discriminators exist between ROUTINE and al®@&TINE VVoIP sessions
across the encryption boundaries (i.e., HAIPE).

Figure 6.2.6-2Addition of Encryption within thé&¥-2009-Network Infrastructure, illustrates
where encryption elements fit within tR&-2009currentarchitecture.
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MILDEP Responsibility DISA Responsibility MILDEP Responsibility
(Enclave & Access Connection) DISN SDN and Transport (Enclave & Access Connection)
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LE*-As Required

ASLAN — Assured Services LAN OTS - Optical Switch

C-PE - Classified Provider Router P —Provider Router

HAIPE — High Assurance IP Encryptor PDS - Protected Distribution System
LE - Link Encryptor SDN —Service Delivery Node

LSC - Local Session Controller S-CE - Secret Customer Edge Router

M13 - Multiplexer S-PE - Secret Provider Router
MSPP —Multi-Service Provisioning Platform

Figure 6.2.6-2. Addition of Encryption within the F¥-2009 Network Infrastructure
6.2.6.12 Unique Information Assurance Requirementsfor CVVol P

All Information Assurance requirements are spedifireSection 5.4, Information Assurance
Requirements. In addition, the following requirengeare unique to the CVVoIP services:

1. [Required: EI] The system shall be capable of being enabledsabldd using enable or
disable codes.

NOTE: An enable code (password or PIN systemggsiired to restrict access to Els.
Classified Els must be disconnected or disabledwthey are unmanned by appropriately
cleared persons or when use of the El is no loreggrired. The LSC should not be used to
disable the El based on date/time conditions.

2. [Required: EI] If the system supports an enable or disable dbdeznable code shall be
unique for that facility.

3. [Required: EI] If the system supports an enable or disable dbde;ode shall be able to
be modified by an authorized authority.

4. [Required: EI] If the system supports an enable or disable dbéesystem shall have a
configurable code aging parameter and the defhaalt be 90 days.
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[Conditional: LSC, EI] The system shall be capable of using three-faaitrentication
to include PKI certificates and biometric mechargdor authenticating user credentials to
the LSC via the EI.

NOTE: The LSC is responsible for the authentaatiecisions. The method for
authenticating a user with their PKI certificateaigsendor decision due to the immaturity of
the current standards. Vendors may choose to mgeuser authentication using PKI
certificates as described in RFCs 3261 or 3893.

[Required: EI] The system shall be capable of meeting the Dafli¢®ey Enabled
(PKE) requirements for PKI-based authentication.

NOTE: PKIis required for Els, whereas in the SiBld conditional. In summary, the El
is required to support PKI and all the PKI requiesnts apply.

[Required: Tier0 SS, DSSS, LSC, MG, BC]The system shall be capable of detecting
physical tampering to equipment cabinets and/oicésv

NOTE: This requirement may be met by using aatier tape and/or tamper-proof
screws or locks.

[Required: Tier0 SS, DSSS, LSC, MG, BC]If the system supports classified users, the
system shall be capable of ensuring that all unnsédork access device connections or
physical ports are appropriately secured from umaniged use by one of the following
methods listed in preferential order:

Ports are disabled (i.e., shut down).

Ports are assigned to an unused VLAN, as afybdica
A MAC-based port security is used on active gort
Port authentication is used by using 802.1X.

A VLAN Management Policy Server (VMPS).

® Q0o

[Required: Tier0 SS, DSSS, LSC, MG, BC, R, LSJThe security log shall be capable of
recording any action that changes the securitipates and services, access controls, or
other configuration parameters of devices; eachmlatiempt and its result; and each
logout or session termination (whether remote oisote) to include the following events
by default, as a minimum:

a. Invalid user authentication attempt

b.  Unauthorized attempts to access system resources
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10.

11.

c. Changes made in a user’s security profile ammdbates
d. Changes made in security profiles and attribasseciated with an interface or port

e. Changes made in access rights associated wahnees (i.e., privileges required of a
user and an interface or port to access)

f. Changes made in system security configuration

g. Creation and modification of the system resaaiperformed via standard operations
and maintenance procedures

h.  Disabling a user profile
I. Events associated with privileged users
[Conditional] If the system contains resources that are deenigsion critical (e.g., a risk
analysis classifies it critical), then the systdraidd log any events associated with access
to those mission-critical resources.
a.  Successful login attempts
b. Failed login attempts to include the following:
Q) Failed logon attempt due to an excessive nurablagon attempts
(2) Failed logon attempt due to blocking or blastihig of a user ID
3) Failed logon attempt due to blocking or blastiig of a terminal

4) Failed logon attempt due to blocking or blastiig an access port

c. Logouts
d. Remote system access

NOTE: Only the last two items are additions te @VVoIP (logouts and remote system
access).

[Required: Tier0 SS, DSSS, LSC, MG, BC, R, LS]The security log event record shall
be capable of including at least the following mh@tion:

a. Date and time of the event (both start and stop)

b.  User ID including associated terminal, portwak address, or communication
device
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c. Eventtype
d. Names of resources accessed
e.  Success or failure of the event
f.  Origin of the request (e.g., terminal ID)

NOTE: Only the last item is an addition for the\@IP (origin of the request).
[Required: Tier0 SS, DSSS, LSC, MG, BC, R, LSIThe system shall be capable of
supporting an out-of-band (OOB) or direct connaettimethod for system device

management.

[Conditional: Tier0 SS, DSSS, LSC, MG, BC, R, LS]If the system uses an OOB
management method, it shall be capable of usirgparate dedicated (closed network).

NOTE: This OOB network must use dedicated inftagtire; however, some portions of
its connectivity may be via segregated logicaluii

[Conditional: R] If the system uses an OOB management methodystens shall be
capable of limiting management connections to authd source IP addresses.

[Conditional: R] If the system uses an OOB management methodydtem shall be
capable of maintaining a separation between theagemnent and production networks.

NOTE: This requires physically separate networks.

[Conditional: Tier0 SS, DSSS, LSC, MG, BC, R, LS]If the system uses an OOB
management method, it shall be capable of ensgyisigm management access using the
following four security restrictions:

Role-based authenticated access control
Strong two-factor authentication (e.g., Secre |
Encryption of management and logon sessions
Auditing of security-related events

aoop

[Conditional: Tier0 SS, DSSS, LSC, MG, BC, R, LS]If the system uses in-band
management, it shall be capable of restrictingstresions to a limited number of
authorized IP addresses.
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6.2.7 Classified AS-SIP-Unique Requirements

Section 5.3.4, AS-SIP Requirements, provides timeptete AS-SIP requirements, including

those that apply to classified only. While the 882 requirements for the classified VoIP are
almost identical to that of the SBU VoIP, this sactaddresses the AS-SIP requirements that are
unique to the classified VolP.

6.2.7.1  Classified Signaling Environment

The classified signaling environment is uniquehiattit will use a mix of existing vendor-based
H.323 and AS-SIP signaling during the transitiongzeto all DISN CVVolP. In addition, a
unique MG capability exists as part of a TierO SS.

The signaling design during the transition periad to provide both backward and forward
technology capabilities. Thus, CAS and PRI in@i&SN has to interoperate with H.323
signaling in the VoSIP Pilot to be followed by HB&@nd AS-SIP interoperating in the CVVolP
system until all IP services are via AS-SIP. Otz is achieved, the DRSN interoperability
must be maintained until its features can be rafgit with IP technologies.

The signaling design is described3action 6.2.5.1F¥-2008Signaling Design. The design is
also depicted ifrigure 6.2.7-1DISN CVVolPHybrid F¥-2069Signaling Design.
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Figure 6.2.7-1. DISN CVVolPF¥-2009Hybrid Signaling Design |

To simplify the signaling path description, thentefierO SS from here on refers to a geographic
clustered Tier0 SS. (Please note that duringresitian period, H.323 and AS-SIP will coexist at
certain locations.) All session (call) signalingssages received by an LSC from local Els and
intended for a destination outside the secure cemmclave is sent by the LSC in the form of an
AS-SIP message to its assigned Tier0 SS. The B8&rthen forwards the AS-SIP message to
the distant end by either forwarding the messagty to the distant-end LSC or to a TierO SS
located in a different geographic area; this Te®then, in turn, forwards the message to the
distant-end LSC. Similarly, all session (call)rating messages sent from a remote location and
intended for IP Els associated with a given LSQ belrouted to the TierO SS assigned to the
destination LSC and the TierO SS will forward th8-8IP signaling messages to the destination
LSC.

6.2.7.1.1 IP Sgnaling Path Reference Cases

Based on the top-level signaling design depicteflaation 6.2.7.1Classified Signaling
Environment, the signaling paths that must be stipgddo provide the classified VVoIP services
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are identified inFigure 6.2.7-21P Signaling Path Reference lllustration, diadble 6.2.7-1

Reference Case:

IP-to-IP Calls over an IP Backbone

Geographic Region “A” Geographic Region “B”
= H.323
Phone —|_ Non AS-SIH Non AS-SIP h.323 P;P
Lsc e [ | \Rhene
= SIP : SIP -
Phone H.323 AS-SIP Based H.323 Phone
Inter-Region (Tier0) Signaling
IP H.323, Prop He : L2 H.323, Prop Ip
Phone B
AS-SIP i T IcCS AS-SIP
AS-SIP/SIP e il i S \ AS-SIP/SIP
P = m i =
Phone | Managed Service AS - SIP It i Phone
IP H.323, Prop Tier(():lsst (Di;triputed Tier0 SS (Distributed H.323, Prop P
Gl Managed Service gv;rviﬁs ge E)Snlg;) or Cluster Design) Phone
g 9 Reg Serving Region ‘B’
AS-SIP = Assured Services SIP
SIP = Session Initiation Protocol EH i
LSC = Local Session Controller Tier0 SS
Tier0 SS = Network-Level Softswitch
ICCS = Intra-Cluster Signaling Link
Figure 6.2.7-2. IP Signaling Path Reference Illusition
Table 6.2.7-1. Reference Case: IP-to-IP Calls avan IP Backbone
Ref.| Originator Originator Terminator [Terminator
Cas¢ Phone Signaling Network Signaling and Call Path Signaling [ Phone
1A | IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIfTier0 S$AS-SIHLSC SIP IP phone
1B | IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIPTier0 S$AS-SIHLSTH323, Prod. IP phone
1C| IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIfTier0 S9 SIP IP phone|
1D | IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIHTier0 S§ H323, Prog. IP phone
1E| IP phone H323, Prop.| LS AS-SIP Tier0 SS| AS-SIfTier0 S$AS-SIALSC SIP IP phone
1F IP phone H323, Prop.] LSC AS-SIP Tier0 SS| AS-SIPTier0 S$AS-SIHLSTH323, Prod. IP phone
1G| IP phone H323, Prop.| LS AS-SIP Tier0 SS| AS-SIfTier0 S9 SIP IP phone|
1H| IP phone H323, Prop.| LS AS-SIP Tier0 SS| AS-SIPTier0 S9 H323, Prog. IP phone
11 IP phone SIP Tier0 S$ AS-S|Pier0 S$AS-SIHLSG SIP IP phone
1J IP phone SIP Tier0 S AS-SRer0 S$AS-SIHLS(H323, Prog. IP phone
1K | IP phone SIP Tier0 S$ AS-S|Pier0 S SIP IP phone|
1L | IP phone SIP Tier0 S$ AS-S|Pier0 S H323, Prog. IP phone
1M| IP phone H323, Prop. Tier0 SIS AS-YTRer0 S$AS-SIHLSG SIP IP phone
IN| IP phone H323, Prop. Tier0 SIS AS-YIRer0 S$AS-SIHLSOH323, Prog. IP phone
10| IP phone H323, Prop. Tier0 SIS AS-9Trer0 S9 SIP IP phone|
1P IP phone H323, Prop. Tier0 §S  AS-$Tier0 S9 H323, Prog. IP phone
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Ref.| Originator Originator Terminator [Terminator
Cas¢ Phone Signaling Network Signaling and Call Path Signaling [ Phone
2A | IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIp LSQ SIP IP phone
2B | IP phone SIP LS¢ AS-SIP Tier0 SS| AS-SIp LSJH323, Prog. IP phone
2C| IP phone SIP LS AS-SIP Tier0 SS SIP IP phone
2D | IP phone SIP LS¢ AS-SIP Tier0 SS H323, ProplP phone
2E| IP phone H323, Prop.| LS AS-SIP Tier0 SS| AS-SIp LSQ SIP IP phone
2F IP phone H323, Prop.] LSC AS-SIP Tier0 SS| AS-SIp LSQH323, Prog. IP phone
2G| IP phone H323, Prop.| LS AS-SIP Tier0 SS SIP IP phone
2H | IP phone H323, Prop.| LS AS-SIP Tier0 SS H323, ProplP phone
21 IP phone SIP Tier0 S$ AS-S|P LSQ SIP IP phone
2J IP phone SIP Tier0 S AS-§IP LSQH323, Prog. IP phone
2K | IP phone SIP Tier0 S$ SIP IP phope
2L | IP phone SIP Tier0 S$ H323, PfofP phone
2M| IP phone H323, Prop. Tier0 SIS AS-§IP LSQ SIP IP phone
2N | IP phone H323, Prop. Tier0 SIS AS-§IP LSQH323, Prog. IP phone
20| IP phone H323, Prop. Tier0 SIS SIP IP phone
2P IP phone H323, Prop. Tier0 §S H323, PrdP.phone
6.2.7.2  Differences Between SBU and Classified AS-SI P Requirements

Section 5.3.4, AS-SIP Requirements, defines botll 8&d classified requirements. The
classified-specific requirements are defined inuRements 5.3.4.7.3.1.13 through

Requirement 5.3.4.7.4.1.11, (418 respdnBequirements 5.3.4.7.5b.1 through 5.3.4.7.5b.13
(SIP_Preconditions Requirements 5.3.4.7.9.1 through 5.3.4.7.9.14l (Requirements and
Requirements 5.3.4.10.2.1.2.5 through 5.3.4.12 B 1Precedence Levglsin addition,
sections specifying “domain name,” “namespace,/@ndomain subfields define “uc” as
Required for the SBU environment, and “cuc” Required for the classified environment.

The following sections describe additional diffeztes between the SBU and classified AS-SIP
requirements.
6.2.7.21  Nomenclature

The classified environment uses the term TierOT3&@ SS) while Section 5.3.4, AS-SIP
Requirements, uses the term SS to denote the SBtbement.

The classified environment uses “cuc” as the nédtwdomain name, while the SBU environment
uses “uc” as the network domain name.

NOTE: Reference cases 2A through 2P (Baee 6.2.7-1Reference Case: IP-to-IP Calls over
an IP Backbone) represent the call paths whenaime Sier0 SS serves both the calling party
calling party’s LSC (or the calling party’s El datéy) and the called party’s LSC (or the called
party’s El directly). Reference cases are not shfmwnon-AS-SIP LSCs.
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6.2.7.2.2 Route Header Requirements

The Route Header requirements for LSCs and SSwadécated on the SBU network
architecture in which EBCs are required at eaclagedcaving at least one AS-SIP signaling
appliance.

The current VoSIP architecture does not use EBt&sefore, it is anticipated that during the
transition toward full implementation of AS-SIP it the classified network there will be
instances where EBCs may or may not be presefitlatations encountered on an E2E AS-SIP
call. Therefore, the classified requirements nmudtide specifications for the various
permutations of Route headers for the situationsrevian EBC is present at a TierO SS or at an
LSC, or at both. If there is not an EBC at eitlogation and there are no intermediary AS-SIP
signaling appliances between an LSC and its Ti&0tlg&en there may not be a need for a Route
header. (See Requirements 5.3.4.7.3.1.13 throiB3yh.5.3.1.22)

6.2.7.23  Proxy Require

In adherence with the enumerated RFCs, the AS-&IRMBEST be capable of generating,
receiving, and processing SIP header fields ase@fin Requirement 5.3.4.7.3.2.1:
The “Proxy-Require” must be generated for the di@ssnetwork only.

6.2.7.24 418 Response

Requirement 5.3.4.7.4.1.11 states (NOTE: Thisgraph applies to classified only.), “The
LSCs MUST support the generating of a 418 (IncoibfaCAL) response code upon receipt of
an INVITE that cannot be resolved to a valid CAIhe 418 response SHOULD contain the
CAL header with the reflected-access-level sehéolast successfully resolved value in the
request path. The local-access-level SHOULD béositte access-level supported by the
destination UAS or to the access-level supportedhi® routing domain that failed resolution at
an intermediate Tier0 SS.”

6.2.7.25 SP Preconditions

Requirements 5.3.4.7.5b.1 through 5.3.4.7.5b.18 stat implementation of preconditions is
conditional for the classified network. [RFC 3312]

6.2.7.26  CAL Requirements
Requirements 5.3.4.7.9.1 through 5.3.4.7.9.11 de@iAL requirements. The purpose of the

CAL header is to convey the classification levelddelephony or video session between the
parties to the session.
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6.2.7.2.7 Precedence Levels

Requirements 5.3.4.10.2.1.2.5 through 5.3.4.12 B Hefine precedence level requirements for
the classified network. The classified adds a FHA®VERRIDE-OVERRIDE (FOO)
precedence level.

6.2.7.28 SP URI Mapping of Telephone Number

Section 5.3.4.7.6, SIP URI and Mapping of TelephNoenber into SIP URI, describes the SIP
URI and telephone number mapping requirements. fdll@ving modifications apply to the
classified version of AS-SIP:

1. Instead of uc.mil, use cuc.mil in the host ndaneclassified SIP URIs.
2. Instead of uc.mil, use cuc.mil with the phoneteat parameter.

3. The SBU Requirements 5.3.4.7.6.4 and 5.3.4. a6y to interworking of phone numbers
on the PSTN is conditional in the classified speatfon.

4. The 3-digit 911 and 411 numbers are conditian#the classified specification. There is no
current requirement to support access to 911 sswicthe classified network.

6.2.7.29 64 kbps Transparent Calls (Clear Channel)

There are no requirements for clear channel sewitten the classified environment; therefore,
the SBU AS-SIP requirements definedd&R-2008-Section 5.3.4.7.7, 64kbps Transparent Czixlls
(Clear Channel), do not apply.

6.2.7.2.10 Transport of Route Code Information over AS SP

There are no requirements for transport of routkesqused for hotline service) within the
classified environment; therefore, the SBU AS-Si§uirements defined i#ER-2008-Section |
5.3.4.7.8, Transport of Route Code Information AA®rSIP, do not apply.

6.2.7.2.11 Classified VolP Information Sgnals

Table 5.3.4.10-4, UC Information Signals (from $mt5.3.4, AS-SIP Requirements), has been
expanded for the classified environment to inclseéeure dial tone, line busy tone, and reorder
tone requirements as outlined in DRSN documentafi@ble 6.2.7-2CVVoIP Information
Signals, is the expanded version.
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Table 6.2.7-2. CVVoIP Information Signals

SINGLE
FREQUENCIES | TONE | COMPOSITE | INTERRUPT | TONE | TONE
SIGNAL (HZ) LEVEL LEVEL RATE ON OFF
Secure Dial Tong 350 + 440 (-13dBmO| -10dBmO Continuous
(Mixed)
Line Busy Tone 480 + 620 |-24dBm0O| -21dBmO 60 IPM 0.5se¢ 05s
(Mixed)
Reorder Tone 480 + 620 -24 dBm0| -21 dBmO 120 IPM 0.2se¢ 0.3s
(No circuit) (Mixed)
Audible Ringbackh 440 + 480 -16 dBm0O| -13 dBmO 10 IPM 20se¢ 4.0s
(Routine Call) (Mixed)
Audible Ringbackh 440 + 480 -16 dBm0O| -13 dBmO 30 IPM 1640 ms360 ms
Precedence Call (Mixed)
Alerting (Ring) - - - 10 IPM 2.0sed 4.0s¢
Signal Routine
Alerting (Ring) 30 IPM 1640 m$ 360 ms
Signal
Precedence
Preemption Tone 440 + 620 |-19dBmO| -16 dBmo Continuous Steady
(Mixed) on
Call Waiting 440 -13 dBmQ Continuous at§ 100+ | 9700
(Precedence Cal IPM 20 ms ms
Three
Bursts
Conference 852 and 1336 | -24 dBmO Steady on 2000 ms (per
Disconnect Tone| (Alternated at 10( occurrence)
ms Intervals)
Override Tone 440 Continuous at 6 2000 ms
IPM (followed by) 500
ms on and 7500
ms off
Camp On 440 -13 dBm Single burst 0.75
to 1 second

6.2.7.2.12 Policing of Call Count Thresholds

Section 5.3.4.11, Policing of Call Count Threshpttisfines the requirements for policing of call
count thresholds. The following augmentation®AS-SIP requirements apply for classified:

FLASH-OVERRIDE-OVERRIDE is added to requirementatttescribe policing for
precedence levels beginning with FLASH.
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6.2.8 DRSN Switches and Peripheral Devices

Requirements for DRSN switches and peripheral @svice not included the UCR-2008
Specifications for these products are availabla oeed-to-know basis from the DISA NS
DRSN Single Service Manager.

6.2.9 Physical Construction Unique Requirements

Physical construction requirements for classifilsinents within a secure enclave must adhere
to current requirements for:

1. Cabling: All cabling must follow PDS guidelines

2. Cabling or interfaces leaving a secure enclaustiipe encrypted.
3.  Equipment must comply with TEMPEST requirements.
6.2.10 UC Secure Preset Conference

This section provides a description of requiremémas will enable SBU voice subscribers
equipped with an NSA Type 1 encryption device tofecence in the secure mode.

6.2.10.1 Introduction

The DoD voice communications within the UC (i.eqSIP, VVolIP, DSN) is challenged with
the need to communicate in a secure mode with phellsubscribers and to communicate
transparently with other DoD secure voice networks.

The DoD SBU voice network is the DSN that is a jp@the DoD Unified Communications.

The DSN provides the capability for SBU communigasi between its subscribers as a standard
feature. The DSN also provides the capabilityuisique subscribers to communicate in a secure
mode using various encryption devices. The UC $Bide currently is not equipped with the
capability for any subscriber type to communicateustaneously with multiple subscribers on a
secure mode either on a preset or meet-me baslsit @ not equipped to communicate
transparently with other secure networks (i.e., MNo®RSN).

The DoD established the need for the UC SBU vaitessribers to communicate with multiple
subscribers in a secure mode that will enhanceuhent UC SBU voice subscriber feature that
allows voice communications beyond the SBU clasaiiibn based on the NSA accreditation
level of the device used for the UC SBU voice sBsSi
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Current capabilities of the UC SBU voice for sulisgr communications with multiple
subscribers will have to be expanded to implemesgtcaire mode feature of the existing
capabilities. This section describes and outlthesnecessary enhancements needed to comply
with the DoD mandate for UC SBU voice secure comigations that will allow

communications above the SBU classification.

6.2.10.2 Feature Requirements

A UC SBU voice secure interface(s) will provide ttegability for UC SBU voice subscribers
equipped with an NSA Type | encryption device toncaunicate

e In the secure mode with multiple subscribers wheoeguipped with
interoperable NSA devices on a preset DN assignéuetoriginator to initiate
the session;

e With multiple subscribers equipped with interopdéeddSA devices on a
“meet-me” basis; and

e To another network subscriber that uses interopeid8A devices.

To reduce the risk of new development for suchatufe, it is recommended that such an
interface operates at the 56 kbps rate via a stdnidgcordia Technologies GR-506-CORE 2W
loop and that optional interface(s) can use a si@0 off an ISDN PRI also, using the ANSI
T1.619a protocol. The interface is fully automaded transparent to the subscriber and meets
the DoD standards for secure communications treaiN$A Type | devices.

The following description expands the current U@Ruirements for conferencing and adds the
UC SBU Voice Secure Gateway Interface. The confgng features are expanded to include a
“SECURE” environment for the UC SBU voice subscréy@ho are equipped with an NSA
Type | encryption device to conduct a secure preseference session and to conduct a
“random” secure conference session using the “mmegteonference bridge.

The UC SBU Voice Secure Gateway allows for a UC SBlde subscriber equipped with an
NSA Type | encryption device to communicate witbegure system subscriber equipped with
the compatible encryption device provided thatdbeure system has a direct DSO or DS1 (PRI)
interface. These additional features provide tleams for the current UC SBU voice subscribers
who are equipped with an NSA Type | encryption dewb conduct secure sessions up to the
classification allowed by the NSA Type | encryptidevice.

The current secure interface for typical applicagics depicted ifrigure 6.2.10-1Examples of
Current Secure Interface Arrangements, gigdire 6.2.10-2Additional Examples of Current
Secure Interface Arrangements. These interfagesarvendor unique and are shown as typical
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implementations of these requirements, and arénterided to be the only implementation that
satisfies the requirements.

SECURE INTERFACE TYPES
In DoD and Government Applications

BLACK METWORK SECURE NETWORK
SWITCH SWITCHICONFEREMCE
STE-R
wet [NSATYPE 1 | —2F -
o [ s | SECURE | e | il
DEVICE

FIGURE 4 - 3TE-R

BLACK NETWORK SECURE NETWORK
SWITCH SWITCH'COMFERENCE
SWT-R
ANALDG HSA TYPE 1 |=F CONTRLL
LINE SECURE [ pems | CARD
HETWCRE DEVICE
DERCORMECT
et vt
FIGURE 5 — SWT-R

TACTICAL TRI-TAC SECURE NETWORK

MNETWORK. SWITCH SWITCHCONFERENCE
kY -88-R
CVED MEATYPE 1 |—==5 pp—
LINE SECURE | meme AR
DEVICE
FIGURE & — KY&3-R
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. Emenn A g e e
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& [RIDIUM 84 BE EMIBETIDED I RADSCH ’

Figure 6.2.10-1. Examples of Current Secure Intesice Arrangements
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SECURE COMFERENCE BRIDGE and
GATEWAY APPLICATIONS
in Dol and Government Agencies
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FIGURE 3 — COMBINED GATEWAY SWITCH AND SECURE CONFERENCE BRIDGE

Figure 6.2.10-2. Additional Examples of Current Seure Interface Arrangements

6.2.10.3 UC SBU Voice Secure Conference Features

(Features listed here are additional to the featurelisted in UCR 2008, Section 5.2.)

(Network system interface with secure preset anetsme conference bridges that allows UC
SBU voice users with NSA Type | encryption devigetiginate or participate in conference

sessions across the UC voice multi-networks.)
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6.2.10.3.1 Feature Description

The secure conference bridge system (preset ormekeis equipped with individual ports with
automated supervision and control interfaces tbatarms to standard telephony two-wire loop
(DSO minimum rate of 56 kbps) (in accordance wigthcdrdia Technologies GR-506-CORE)
and is equipped with an automated “ON-HOOK” and FEHFOOK” type function and can be
any one of the specified GR-506 two-wire signalyjges. The port interface provides for
automated supervision and control of the incomimg) @utgoing signaling that conforms to the
line signaling, specified in Telcordia TechnologieR-506-CORE, for DTMF for originating a
call. Call origination can be from the confereetiggpant port only of the preset bridge. Meet-
me bridge ports do not have an originating feat@alls that are originated to or from the preset
bridge are always secure via control and supenvisfidhe NSA Type | encryption device used.
Calls terminating to a meet-me bridge port are gogd with an NSA Type | encryption device
that ensures only encrypted sessions will be abt®tmunicate, and non-encrypted sessions
are not allowed to be cut-through into the bridge.

Preset and meet-me bridges are equipped with amnaptSDN DS1 interface user-network
interface in which the interface structure is cosgmof multiple B channels and one D channel.
The bit rate of the D channel in this structuré4skbps. When a 1544-kbps PRI is provided, the
interface structure is 23B+1D.

Requirements for this feature shall be in accordamith Telcordia Technologies SR-NWT-
002120, SR-NWT-002343, and TR-NWT-001268. The WBL)Soice user-to-network
signaling physical layer specification for the Ripkerating at 1.544 Mbps shall be ANSI T1.408
and ANSI T1.619a.

The PRI provides for automated supervision androbof the incoming and outgoing signaling
that conforms to the line signaling specified incbedia Technologies GR-506-CORE for
DTMF for originating a call via the control of tiselected D channel of the PRI. Call
origination can be from either input of the inteda Calls that are originated to or from the
gateway are always secure via control and supervisi the NSA Type | encryption device
used. The NSA Type | PRI channelized encryptionateensures that only encrypted sessions
will be able to communicate, and non-encryptedisassare not allowed to be cut-through on
the talk-path of the session.

6.2.10.4 UC Preset Conference Bridge Requirements
In addition to the requirements stated in UCR 2@¥&;tion 5.2.1.6.1 inclusive, the bridge shall

provide the following capabilities: (See the naoabdiagram irFigure 6.2.10-3Secure Preset
Conference Capability.)
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Integrated DSN w/UC RTS IP Voice
Preset Conference Capability

NSA
Type 1
wiauto orig

PSC Bridge in a

secure location @
- ANsA /lNSA

— £ Type 1
— g #Type 1
oA Feste S ONE
Type 1 / # \

wiauto orig ) Vi ‘/
/ / / &

i
I / S IP Sectera

Y Y
o/ &,

/
| 7/ vvolp
/ WAN/Cloud

/ / —_

—
v ; .
V “ PSC access via local MFSS/LSC
v Aedis gateway using AS-SIP or Proprietary

[~
NSA

Tyfe 1
wiautb orig

NSA
Type 1
wlauto orig

~ External
DSN'TDM
[RED} PSC ‘

1

NS A

NSA
Type 1
wl/auto ans-orig

NSA
wiauto orig NSA
Type 1
wiauto orig

NSA
Type 1
wlauto orig

NSA
Type 1
wiauto orig

AN
N
psep 72 PSC Bridge in a
PSC access via local MFS 7 \ secure |gcation
using T1.619a or DSOs... . 7 NSA
7 \ /TVDE 1 NSA
/ w/auto ang T 1
g B
: 102
( I T NSA
DScD Type1 V)
DSN [BLAC}\} Cloud \ wiauto ans-ong ¥
External
VVOIP

SMEO NSA

TypeT (RED) PSC

- Bridge -

PBXl

T1.619a must have a “DSO O
channelized” interface for NSA
individual NSA Type 1 Type1
automated controls.

Figure 6.2.10-3. Secure Preset Conference Capatyili

1. All bridge port access shall be via an NSA T¢pspproved device that interoperates with
the caller or called party’s NSA-compatible deviceencryption and supervisory control
of the bridge ports in accordance with the featlisésd in this document (i.e., VoSIP,
VVolP, Tactical WAN access must be via the NSA-catitge device).

2. Each bridge shall be equipped with a uniquegtresnference originator port (i.e., the port
that starts the conference) and preset confereartieipant ports (i.e., the ports that dial
the DN of the participant) that establish a confeesup to the maximum number of
participants as specified previously.

3. The bridge shall be programmable to establisbrignating preset conference based on
the conference ID that accessed the conferencmatitgg port of the bridge.

4. Conference ID shall be based on the originatalbng ID and the originator’s dialed
code.
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A conference dialed code shall be able to establpreset conference consisting of the
maximum number of participants (see UCR 2008, 6e&i2.1.6.1, inclusive) and shall
use multiple bridge ports when required for thefemnce.

Conference bridge ports shall be limited tortteximum number of participants (see UCR
2008, Section 5.2.1.6.1, inclusive) based on thebar of cascaded bridges required to
connect the required quantity of participants.

The bridge shall provide a feature for the coariee originator to selectively release
(terminate) a participant. Such a feature mushtezoperable with bridges that are
cascaded.

The bridge shall provide a feature for the crariee originator to selectively recall a
participant. Such a feature must be interoperatiess bridges that are cascaded.

The bridge shall provide a feature for the coariee originator to selectively add-on a
participant. Such a feature must be interopenaiile bridges that are cascaded.

The bridge shall provide a feature for the eogrfice originator (when the originator is
equipped with an alphanumeric display) to be infedrof a participant’s status (i.e.,
answer, disconnect). Such a feature must be jmeable with bridges that are cascaded.

The bridge shall be programmable for a mininodrm 100 preset conference dialed codes.

Bridge ports shall comply with Telcordia Teclogies GR-507-CORE, Section 7.5
(inclusive) specifications that allows for remotstdnt access to the bridge.

Bridge ports (conference originator and pgtat) shall be via DSO allocations that may
be via a T1.619a DS1 interface.

Each DSO port access (originating and ternmgatio the bridge shall be encrypted via an
NSA Type 1 device.

Each bridge DSO port (originating and termimgports) shall interface with an NSA Type
1 encryption device that provides a fully automatepervision (answer and cut-through)
control (this supervision control can be eitherpefthe actual bridge DSO port interface to
the DSN switch port or after the DSO port interféaéhe bridge itself) that will permit the
NSA Type 1 encryption device to encrypt the two-wapversation and allow the cut-
through of the DSO port into the bridge when theANfevice acknowledges and confirms
that the connected line is cryptographically syoaired.
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16. Each bridge DSO port interface can only bevat#d and put in-service when it is
connected serially with a NSA Type 1 encryptionide\either automated provisioning or

manual provisioning is allowed to provide the cobtr

6.2.10.5 UC Secure Meet-Me Conference Bridge Requirements

In addition to the requirements stated in UCR 2@¥&;tion 5.2.1.6.1 inclusive, the bridge shall

have the following capabilities (s€ggure 6.2.10-4or a notional diagram):
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Figure 6.2.10-4. Secure Meet-Me Conference Arrangeent

1. All bridge port access shall be via an NSA T¢pspproved device that interoperates with

the caller or called party’s NSA-compatible devViceencryption and supervisory control
of the bridge ports IAW the features listed in thecument (i.e., VoSIP, VVolP, and

Deployed WAN access must be via the NSA-compatlblace).

2.  Bridge ports shall comply with Telcordia Teclogies GR-507-CORE, Sec

tion 7.5

(inclusive) specifications that allows for remotstdnt access to the bridge.
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3. Each bridge shall be programmable to a speuififober of participants.

4. Each bridge shall be configurable to cascadke etlter bridge(s) to expand the number of
participants up to 100 participants. Cascadinigrimfges shall be via a NSA Type 1
encryption device.

5. Each bridge port access shall be assigned aeim&N DN.

6. Each port access (originating and terminatioghe bridge shall be encrypted via an NSA
Type 1 device.

7. Each bridge DSO port (originating and termingports) shall interface with an NSA Type
1 encryption device that provides a fully automatepervision (answer and cut-through)
control (this supervision control can be eitherpefthe actual bridge DSO port interface to
the DSN switch port or after the DSO port interféaéhe bridge itself) that will permit the
NSA Type 1 encryption device to encrypt the two-wapversation and allow the cut-
through of the DSO port into the bridge when theANfevice acknowledges and confirms
that the connected line is cryptographically syonaired.

8. Each bridge DSO port interface can only be attid and put in-service when it is
connected serially with an NSA Type 1 encryptiomide (either automated provisioning
or manual provisioning is allowed to provide thatrol).

6.2.10.6 UC Secure Network Gateway Requirements

(Network system interface that allows secure saessagross the UC multi-networks that are
equipped with NSA Type | encryption devices.)

6.2.10.6.1 Feature Description

The gateway provides for UC SBU access to a setdassified system at the DSO (minimum bit
rate of 56 kbps) or DS1 (PRI) bit rate using NSAb@y encryption devices. The DSO interface
uses a standard telephony 2-wire loop (IAW Tel@itchnologies GR-506-CORE) equipped
with automated “ON-HOOK” and “OFF-HOOK” type functi, and can be any one of the
specified Telcordia Technologies GR-506-CORE tweoevgignaling types. The DS1 interface
uses an NI-2 PRI T1.619a protocol that uses “cHa@teDS0” NSA Type | encryption devices
and is equipped with an automated D channel-tygreasing interface that controls the cut-
through of the selected DSO channel/session.

The DSO interface provides for automated supemriaiad control of the incoming and outgoing
signaling that conforms to the line signaling sfiediin Telcordia Technologies GR-506-CORE
for DTMF for originating a call. Call originatiotan be from either input of the interface. Calls
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that are originated to or from the gateway are génsecure via control and supervision of the
NSA Type | encryption device used. The NSA Tygadryption device ensures that only
encrypted sessions will be able to communicate nemdencrypted sessions are not allowed to
be cut-through on the talk path of the session.

The DS1 interface is an ISDN primary access interfand is an ISDN user-network interface in
which the interface structure is composed of midtip channels and one D channel. The bit
rate of the D channel in this structure is 64 kbypten a 1544-kbps PRI is provided, the
interface structure is 23B+1D.

Requirements for this feature shall be in accordamith Telcordia Technologies SR-NWT-
002120, SR-NWT-002343, and TR-NWT-001268. The DMSHr-to-network signaling physical
layer specification for the PRI operating at 1.54dps shall be ANSI T1.408 and ANSI
T1.619a.

The PRI interface provides for automated supermigiod control of the incoming and outgoing
signaling that conforms to the line signaling sfiediin Telcordia Technologies GR-506-CORE
for DTMF for originating a call via the control tie selected D channel of the PRI. Call
origination can be from either input of the inteda Calls that are originated to or from the
gateway are always secure via control and supervisi the NSA Type | encryption device
used. The NSA Type | PRI channelized encryptionageensures that only encrypted sessions
will be able to communicate, and non-encryptedisassare not allowed to be cut-through on
the talk path of the session.

The UC Network Gateway shall have the followingaiaifities (sedrigure 6.2.10-5Notional
Diagram lllustrating Secure Network Gateway, farodional diagram):

1. All gateway interface port access shall be ni&&A Type 1 approved device that
interoperates with the caller or called party’s N&#mpatible device for encryption and
supervisory control of the bridge ports IAW thetteas listed in this document (i.e.,
VoSIP, VVoIP, Tactical WAN access must be via tH@ANcompatible device).

2. Each network secure gateway DSO port (origigadimd terminating ports) shall interface
with an NSA Type 1 encryption device that providdsilly automated supervision (answer
and cut-through) control (this supervision contah be either before the actual gateway
DSO port interface to the DSN switch port or aftexr DSO port interface to the gateway
itself) that will permit the NSA Type 1 encryptidlevice to encrypt the two-way
conversation and allow the cut-through of the D8A mto the gateway when the NSA
device acknowledges and confirms that the connditteds cryptographically
synchronized.
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Figure 6.2.10-5. Notional Diagram lllustrating Seare Network Gateway

The gateway interface shall operate at the D80ihum bit rate of 56 kbps) or DS1 (PRI)
bit rate using NSA Type | encryption devices.

The DSO interface shall comply with the standatephony two-wire loop IAW Telcordia
Technologies GR-506-CORE, GR-513-CORE, GR-1089-CCiRH ANSI T1.401-1993,
and shall be equipped with an automated “ON-HOOKY sEOFF-HOOK” type function
and can be any one of the specified GR-506-COREWNK® signaling types.

Each DSN outgoing gateway interface shall bepgepa with a unique DSN DN where the
DN can provide a single port or multiple port accesthe gateway device/system.

Each gateway port interface shall be equippel thie capability to provide automated
supervision and control of the DSN outgoing coniogcthat is interfaced with an NSA
Type | encryption device. Such a control shallallow cut-through of the session when
the NSA Type | encryption device is cryptograpHicalynchronized with the DSN’s
originator NSA Type | device.

Each gateway port interface shall be equippel thie capability to provide automated
supervision and control of the non-DSN incomingreeetion to the DSN switch that is
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10.

11.

12.

13.

interfaced with an NSA Type | encryption deviceucB a control shall only allow cut-
through of the session when the NSA Type | encoyptievice is cryptographically
synchronized with the DSN’s terminator NSA Typeeiite.

Gateway ports shall comply with Telcordia Tedbges GR-507-CORE, Section 7.5
(inclusive) specifications that allows for remotstdnt access to the gateway.

Gateway ports (originator and terminator) shallvia DSO allocations that may be via a
T1.619a DS1 interface.

Each DSO0 port access (originating and termrmgatio the gateway that uses a T1.619a
interface shall be encrypted via an NSA Type 1 devi

The DS1 interface shall be an ISDN primary asdeterface and is an ISDN user-network
interface in which the interface structure is cosgabof multiple B channels and one

D channel. The bit rate of the D channel in thiecure is 64 kbps. When a 1544-kbps
PRI is provided, the interface structure is 23B+IRequirements for this feature shall be
in accordance with Telcordia Technologies SR-NWP2AHD, SR-NWT-002343, and TR-
NWT-001268. The DSN user-to-network signaling ptgfslayer specification for the PRI
operating at 1.544 Mbps shall be ANSI T1.408 and5AN1.619a.

The PRI interface shall provide an automatgesusion and control of the incoming and
outgoing signaling that conforms to the line sigmgakpecified in Telcordia Technologies
GR-506-CORE for DTMF for originating a call via thentrol of the selected D channel of
the PRI. Call origination can be from either inpfithe interface. Calls that are originated
to or from the gateway shall be “secure” via condirad supervision of the NSA Type |
encryption device used. The NSA Type | PRI chamedlencryption device ensures that
only encrypted sessions will be able to communjcate non-encrypted sessions are not
allowed to be cut-through on the talk path of thesson.

Each gateway DSO port interface can only beatedd and put in-service when it is
connected serially with an NSA Type 1 encryptiomide (either automated provisioning
or manual provisioning is allowed to provide thatrol).
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